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1 Terms Used

Batch Processor

This is the existing stand-alone windows application used to process CSV files, currently available on the OpenP site at version 0.9.7

OpenPseudonymiser Web Site or “OpenP site”
The existing web site http://www.openpseudonymiser.org
Key Server App

A proposed piece of windows desktop software. 
Key Server Web Services


A proposed set of web services.
2 Overview
QResearch wishes to:

1. Extend the functionality of the OpenPseudonymiser web site to allow the Batch Processor to connect to it for enable key creation, sharing and management.

2. Provide the same functionality that the site offers as a stand-alone windows application.
3. Adapt the OpenPseudonymiser  Batch Processor so that it can connect to either of the above key Servers

3 Requirements
3.1 Separate User and Key management
The OpenP site has two purposes: 

1) Host the OpenP software and documentation

2) All users to create account and manage Encrypted Salt Files

From a software architecture point of view all this is bundled into one web site application, the databases behind it are shared with other parts of QResearch systems (QWeb). If we are going to be creating a stand-alone Key Server it makes sense to separate the purposes of the site so we can re-use the modules.
The requirement is to separate out the User and Encrypted Salt management functions of the OpenP site into a standalone set of web services and database. This will be required for use by the Batch Processor, and will provide a set of libraries that the Key Server App can use.

3.2 User and Key Management Requirements

The web services for User and Key management will require the following methods:

3.2.1 User management methods:
· Create User (DisplayName, Email, UserName, Password)
· Recover Password (Email)

· Change Password (UserName, OldPassword, NewPassword)

· ListUsers ()
This will list all users on the system (displayname and email), this will be required so consumers of the service can share keys with other users
Passwords will be stored hashed. 

3.2.2 Salt File management methods:
· CreateSalt (UserName, Password, SaltName, SaltPhrase, Notes)

SaltName must be unique to the UserName

· DeleteSalt (UserName, Password, SaltName)

· ListMyEncryptedSalts(UserName, Password)

· ListEncryptedSaltsSharedWithMe(UserName, Password)

· RequestEncryptedSalt (UserName, Password, SaltOwnerUserName, SaltName)

· ShareEncryptedSalt (UserName, Password, ShareWithEmailAddress, SaltName)

Invites a user who is not already signed up to share the specified salt key. (sends an email to ShareWithEailAddress inviting them to join)

Users can only share keys they own.
· ShareEncryptedSalt (UserName, Password, ShareWithUserId, SaltName)

Invites a user who is signed up to share the specified salt key. 

Users can only share keys they own.
The returned data for the methods above will be left to the design spec. Bear in mind that the client for the services can either be the OpenP web site, or the Batch Processor. The Batch Processor is installed “in the wild” so no sensitive data should be returned in the methods above (UserNames and Passwords should never be returned, UserIds or better Guids are acceptable methods of identifying users)

3.3 Batch Processor 
3.3.1 Key server selection & key selection
The batch processor will be altered so that the user login to a key server and select the key they want to use. The existing functionality of being able to select a key file will be preserved although the UI will warn against the use of locally saved keys and will recommend using a key server.
The app will need to allow users to pick either OpenP web site as the key server, or specify an IP address of a local key server.

Users will need to supply a username and password for the selected key server.

The batch processor will also need screens for:

· Signing up for an account on a key server (creating a user).

· Generating new keys.

· Managing keys (list / delete)

· Sharing keys

3.4 Key Server App
This will be windows service that provides the same functionality as the web services available at openpseudonymiser.org
The Key Server service will have an installer that requires a password to be set up. This password will be the super user password.
Most user management and key management functions are performed through the batch processor via the service methods exposed by the Key Server. However, the Key Server Service will have a UI which allows super user management functions. This UI will require the Super User password. 
Super user will be able to:

· Delete users.

· Delete keys

· Take ownership of keys

All actions via the Batch Processor and the Super User UI will be logged. The log will be visible to the Super User.  The log is a permanent record so the SuperUser will not be able to clear the log.
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